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Fraud Satistics

“ ... employees steal approximately $400 billion
from American businesses each year.”

U.S. Chamber of Commerce




GAMING SCAM S




Opportunists Converge!




“Mini-lignht” Cheating Device
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Card Counting - 101

Card Value
2-6

7-9

10,J,Q,K & Ace




Card Counting Bet Srategy

Count Count Count
-2 +1 +4




Count Teams




No Big Bets?




The “ Chip Cup’




The* Cooler”




Camera on the Game

Camerafitsin
a coat button.




Camera on the Game

Button iIs '
attached to a ﬁ

]

man’sjacket.




Camera on the Game

Strapped to
theman’s

body.




Camera on the Game

lmages are
transmitted to

avehiclein

parking lot.




Camera on the Game

card values.
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Slow motion ~
video isused - |- o
to identify A ‘ ' ]




Camera on the Game

next card.
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SURVEILLANCE

INTELLIGENCE & FACIAL
RECOGNITION

(Griffin GOLD, another strategic SRD system)
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Surveallance Room
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Griffin Investigations

World-wide
tracking,
Investigations,
and reporting of
counters
and cheaters.




Griffin GOLD

Subject Search - 120

]
Zhone® Gender
D Ft| |+i- IE Inches

]_:' oINS

-
- Last Mame First Mame DCoR

=hones Mumber

5t Muraber 5t Harme pt
Cither &ddr

Conntry = bt




Griffin GOLD

Subject Browse - 1208:67

[Very Active (2) [[Active (2) | Periodic (4) | Inactive (23)

Image |

Main Marme

| Physical Description

GHiffin

Private

Images

DOB: 1945-02-12 White M HGT: 8% .17

DOB: 1953-10-22 White M HGT: 5'9" .. |6




-'a Gnffin Investigations - GOLD - Microsoft Internet Explorer
Guoffin GOLD

Subject Master - 1208:679

" WOT: .. -

1203673

Additionl Mame Jate [ Memao




Griffin GOLD

Alerts

230 fonitort o

Bl o letts

) B A R s
2055

o B

-Seach Criteria

Crender

Et lLuIJ.I:' ].t :E.l' = HOTe :=:

Prirnary Catezory =nong=

Years to Search




Gnffin GOLD

| £ Subject Browse - 3330:378

Top (28) |

mane Main Mame Fhysical Description Private




Griffin GOLD

Subject Master - 3330:378

Subject D 0000299

Main Mare SO e

Pliraical Desc |DDE-: 21 Tl 1256 WHR HGT: 6 WoT: 220 + |

I o ReR

[deritifiars | Shote=

= 6 of &

Addition| Name Date Activity |

: Y ¢ Fab SO0 o SUbjectIpe. |

2 17 Feb 2000 |Grifiin Subject Upd... |

1Jan 2000 _ [Griffin ACA JANDD-1

1 Nov 1993 |Griffin ACA NOVag-1
10ct1999  |Griffin ACA 0CTE8-1

1 Sep 1988 Griffin ACA SEPSS-2.
1Jun 1998 [GHiffin ACA JUNGS-1

T |
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Date Comment Llser
TAug 1996 EVESBROWM, RARBROWN 044
B_._Ian 19494 ELEADEH QOF GROUP OF 21 COUNTERS AMD SHUFFLE TRACKERS 1 nv

L&dd Beport
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Puerto Rico

(Griffin 2000)
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Game Integrity Protection

Hiring standards

Policies and procedures
Traning
Survelllance/Security
Shared intelligence
Internal audits
Background check updates




COLLUSION DETECTION




“Collusion”

“A secret agreement for fraudulent or illegal
purpose; conspiracy.”

Webster’ s New World College Dictionary




Consolidated Database

Applicants\ _— Griffin Subjects

| | ncidents
Employees ~ i (/

Vendors\ g .— Organized grime
i Igest
Customers — | i

— Black Book
Intelligence

Prospects

Desired Entities Undesired Entities




Applicants
Employees
Vendors

Customers

Prospects

Entity Relationships

N

O

.
\\
i

Desired Entities

@)
k jX) Black Book
O

/ Known Cheaters

. /@j Incidents
j » Organized Crime

Digest

|ntelligence

Undesired Entities




Rule-Based Alert Reporting

Collusion?

Marc Nelson  (Arrested cheater)
R SueBrinkley (Roulette dealer)

Share same phone
number!




Rule-Based Alert Reporting

ALERT
RUILE #2 .
Collusion?
Brenda Delayne (Surveillance)
Kevin Oswald  (Softcount)

Shared residence
June 92 - May 95!




Rule-Based Alert Reporting

AL ERAF

U

[ _l’l_r)

=ERS)

Fraud?

Jose Galvin Jr.  (Cook)
Victor J. Galvin (Dishwasher)
V. J. Galvinger (Food Server)

Sharesametax | D,
address, and phone!




Rule-Based Alert Reporting

Collusion?

Kirk Preston  (A/P Manager)
AcmePaper  ($1.2M Contract)

Acme contact was a
referenceon Kirk’s
application!




METHODOLOGY




Collusion Analysis Processing

Arresty External
| ncidents Systems

Address Hygiene
Name Standardization

Data Quality/Enhancemen

Consolidated Entity
Database




Address Hygiene Node
Address Sandardization

460 Oak Street 4737 Simeron Drive
Mill Valley, Ca 94914 Easton, Ma 02334

!

460 Oak 4737 Drive
Mill Valley, Ca Easton, Ma 02334




Data Quality Node
Name Sandar dization

ick, Dickie, Ricardo,
Ich, Richie, Rick,

ickey, Ricki, Rickie,
iIcky, Rikki, Ritchie

— Richard

N

Ruhullah, Ruh-ul-
Amin, Ruh-ul-Haqq,
Ruhul Qudus




Data Quality Node
Formatting Slandards

(602) 731-1370 ———»
7074121234 —»

55/7-6/2001 _—

897656 —_—




Data Quality Node
Parsing Sandards

Alexander, Mark A. Jr. PHD

Last Name = Alexander
First Name = Mark
MiddleName =A

Generation = Jr
Suffix = PHD




Data Quality Node
Quality Sandards

Phone Numbers

(213) H43- —
(800) 555-1212 ——»
(000) 000-0000 ———»

L ast Names
ALY @N
U




Data Quality Node
Area Code Jplits

Area Code Split

(702) (702)
:: (775)

Area Code Correction
(702) 746-1052 — (775) 746-1052




Data Quality Node
Data Source Confidence

Payroll A/P Hotel Arrests/ NCOA
System Resrv I ncidents

Ny

91 88 65 7.6 0.8

Confidence Scale 1-10




Match/Merge Node
Relationship Testing

‘. Viatehes

SIER 2:
Confidence

EValtation ‘. Relationships




Match/Merge Node
Confidence Evaluation

Robert |. Ashley Jr. Bob Ashley

1024 M excal 1024 Mescal Way

Las Vegas, Nv. 89110 LasVegas, Nv. 89110
132-42-1776 133-42-1776

(702) 401-0008 (707) 459-5678

“Known Felon” “Employee Addr ess Change”




Database Architecture

Entity | D# 00034256

. B

NEMES

Sue L oud
Susan Fr:
SueMille

Addresses

460 S. Oa
4737 Cim
POB 174:
1101 Prin

Numbers

(702) 555-2091
(916) 342-6721
012-34-5678

Relations

Spouse: John Loudin
Ref : Mary Miller
Ref: Jason Miller
Ref: Kelly Jones

5021 1111 2391 1231




EXTERNAL DATA
ENHANCEMENT




External Data Enhancment

Human Accounts Trans. Arrests & Exter nal
Resour ces Payable Data Incidents Data

Address Hygiene
Name Standardization

Data Quality/Enhancemen

Consolidated Entity
Database




External Data Enhancement

L ast 10 years of addresses

Address latitude/longitude

RS

Phone number

Date of birth

Social Security Number

Property ownership

Bankruptcies

Lifestyle indicators (I ncome, purchasing power, etc.)




RESULTS...




SUMMARY OF FINDINGS. ...

|nfor
Kelly

paya
rel ati

agen

SOURCE DATA OF FINDINGS ...

Kelly

Decen
POSitic
Mana
record
contac
(702)
busine
Chemi

Kelly
Emerc
(702)

ACMI
(702)

RECOMMENDED ACTION ...

Based on the above information
Indicating a possible relationship
between Smith and ACME Chemical it
IS recommended that an appropriate
Investigation should be conducted
determining the principalsin ACME
Chemical and relationships, if any,
between the principals and Smith.




Collusion Testing
at a Large US Retailer

o Extent of Analysis

— 800,000+ employees including emergency contact
Information
— Vendorsincluding up to 8 alternate addresses

— Arrests
e Findings

— 564 Employee who have vendor or criminal
relationships

— 26 Employees who are vendors




Collusion Testing
at a Major Srip Casino

o Extent of Analysis

— 20,000+ employees (current and terminated)
— All vendors

— All dot club and table games rated players
— In-house arrests/incidents database

— Griffin database

e Findings
— 24 active players were known Griffin subjects
— 23 players had relationships to prior arrests/incidents
— 12 employees were themselves the player
— 192 employees had possible vendor relationships
— 7 employees were the vendor




Federal Agency Findings
(during a 3 day pilot)

o Extent of Analysis

— 20,000+ employees (current & Northeast only)
— 75,000+ vendors
— 400,000+ security risk entities

e Findings
— 140 employee relationships to vendors
— 1451 vendor relationships to security risks
— 253 employee relationships to security risks
SIIES
— 2 vendors were the security concern
—“n” employees were the security risk/vendor




TOO LATE!




NEAR REAL-TIME DATA
WAREHOUSING & ALERT
ESCALATION




Near Real-Time Analysis

Trans Mktng | ncident
System System System

Address Hygiene
Name Standar dization

Data Quality/Enhancement

(<8 secondsto page!!!)




Data Warehousing Style
Architecture

Enterprise-wide
Data War ehouse




Data Warehousing Style
Architecture

\

Collection Collection Collection Collection Collection
Node Node Node Node Node

v v v v v
Address Address Address Address Address
Hygiene Hygiene Hygiene Hygiene Hygiene

v v v v v

[Data Qualit [Data Qualit) [Data Qualit [Data Qualit [Data Qualit)

anagemer) anagemen anagemer) anagemer) anagemern
M v M 9 M v v M v

Match/ Match/ Match/ Match/ Match/
Merge Merge Merge Merge Merge

Consolidated Entity Database




System Integration




Serious Dependencies

A

Source Systems




Central Messaging Engine
(CME)

PIPELINE

M essage
For mats)




CME Routing Rules




Near Real-time \Warehouse

M essage
Registration
v
Address
Hygiene
v
Data Quality
PIPELINE M anagement

L 2
(Universal M atch/

M essage
For mats)

Merge

Enterprise-wide
Warehouse




Near Real-time Alert Escal ation

M essage
Registration
v
Address
Hygiene
v
Data Quality
PIPELINE M anagement

L 2
(Universal M atch/

M essage
For mats)




FINAL THOUGHTS




Soecial Considerations

e Size of data set changes tuning
— Match/merge rules
— Proximity derived relations (latitude/longitude)

* Adjust alert rules for creating of actionable
output




Critical Success Factors

Always load the good guys and the bad guys

Need rich data sets
— e.g. Emergency contacts, employment references

Need volumes of data
— Small entity data sets have limited returns

Use data enhancement techniques for military
grade results

— e.0. address histories, latitude/longitude, bankruptcies,
lifestyle indicators, etc.




what might you find?




QUESTIONS?
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